HIMSS Government Relations Update:
Artificial Intelligence Policy




HIMSS Government Relations Team

* The HIMSS Government Relations team drives global digital health policy.
Led by Tom Leary, Senior Vice President & Head of Government Relations
(International, White House, Tribal and Indigenous Health) the team
advocates for health IT modernization, Al regulation, and cybersecurity
across federal, state, and international levels.

* Jonathan French (CMS, Value Based Care and Reporting, Certification, Al)
* Valerie Rogers (State Engagement, Public Health, CDC)
* Alana Lerer (ONC, OCR, HRSA, Privacy, Prior Authorization)

* Lovina John (Congress, VA)



National Al Legislative Framework

* The National Al Legislative Framework is a legislative proposal for federal

oversight of the development and deployment of Al algorithms and tools,
released by the White House on March 20

* The Framework declares that Al is an inherently interstate technology, hence
subject to federal oversight

* |f passed by Congress, the framework would pre-empt state laws that conflict
with federal national standards. Specifically, state laws that “stifle innovation” or
“mandate ideological bias” would be superseded by federal law.

* Carve outs for state oversight include child safety, zoning for data center
placement, and state procurement of Al



National Al Legislative Framework

* Rejects the creation of a new "Department of Al"; calls for
sector-specific regulators (e.g., FDA, SEC) and industry-led
standards.

* Calls for investment workforce training for Al literacy

* Proposes a federal "Digital Replica" law to protect individuals'
ikeness/voice

* Recommends that the act training Al on copyrighted data should
oe treated as "fair use" (pending court rulings)
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National Al Legislative Framework

* DOJ will launch Al Litigation Task Force, which will be tasked with
suing states whose Al laws “interfere with interstate commerce”

* Department of Commerce can withhold Broadband Equity Access
and Deployment (BEAD) funds from states whose Al laws interfere
with interstate commerce

* The Federal Communications Commission (FCC) will create a federal
disclosure standard to override state transparency requirements



HTI-5 Proposed Rule

* Changes the definitions of the “access” and “use” of electronic
health information (eHl) to include requests from automated or
agentic Al tools

* Not honoring agentic/automated Al requests for eHI will be
considered information blocking



American Leadership in Al Act

* https://lieu.house.gov/media-center/press-releases/reps-lieu-and-obernolte-introduce-
bipartisan-bill-advance-american

* The bill is a package of other legislation driven by Rep. Obernolte and Rep. Lieu
* CREATE Al Act — 54441
* Al Whistleblower Protection Act — HR3460
* Promoting United States Leadership in Standards Act of 2025 —-S51269
* Al Advancement and Reliability Act of 2024 (118th congress) — HR9497
* Al Grand Challenges Act of 2026 — S3809, HR7434

* Al Fraud Deterrence Act — HR6306
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Definitions

* Artificial intelligence system: "any data system, software, application, tool, or
utility that operates in whole or in part using dynamic or static machine learning
algorithms or other forms of artificial intelligence," whether the Al is the product
itself or is integrated into another system or business process.

* Definition expressly excludes "any common commercial product within which artificial
intelligence is embedded, such as a word processor or map navigation system."

* Why this matters:

* "common commercial product" carveout is unsettled and arguably ambiguous as applied to
an EHR with embedded Al features (ambient scribe, code suggestion, sepsis alerts)



Other Key Definitions

* Generative Al: Al, that, in response to a prompt, uses data to produce text, media, computer
code, or other content

* Operative definition for the new NIH grant program.

* Al red teaming: Structured testing in a controlled environment simulating real-world conditions,
using adversarial methods to find flaws and vulnerabilities in an artificial intelligence system and
identify risks, flaws, and vulnerabilities ... such as harmful outputs ... unforeseen or undesirable
system behaviors, limitations, and potential risks associated with the misuse of such system

* Al security vulnerability is defined two ways:

* A weakness in an Al system, system security procedures, internal controls, or implementation that
could be exploited or triggered by a threat source

* Any failure or lapse that could allow emerging Al technology to be acquired by a person, including a
foreign entity, by theft or other means



Other Key Definitions

* Al violation

* any violation of federal law, including rules and regulations, related to or committed during
the development, deployment, or use of Al; or

* any failure to appropriately respond to a substantial and specific danger that the
development, deployment, or use of Al may pose to public safety, public health, or national
security.

* Synthetic content: Information, such as images, videos, audio clips, and text, that
has been significantly modified or generated by algorithms, including by Al

* Federal procurement guidance will require authentication, provenance tracking, and labeling
of synthetic content produced by or for federal agencies.

* Practical relevance for an EHR's note-generation, summary, or coding-suggestion features in
federal customer environments



American Leadership in Al Act: CAISI

* Codifies a Center for Al Standards and Innovation (CAISI) at NIST to advance
measurement science for Al reliability, robustness, security, and safety, supported by Al
Standards Consortium and codifying National Al Research Resource (NAIRR)

* Funds CAISI S10M for FY2027, with a 6-year sunset

* Empowers CAISI to:
* Developing Benchmarks for measuring capabilities and limitations of large scale Al models

* Create Creating Voluntary Frameworks based on NIST Al Risk Management Framework for safe
deployment (industry-specific guidelines) to provide industry-specific guidelines for safe deployment

* Implies that FDA and CMS collaborate with NIST on any sector specific standards
* |ldentify and promote best practices for transparency and testing Al for potential harm risk

* Represent the US in international standard setting bodies (and prevent international bodies from
setting standards for US companies)



American Leadership in Al Act: CAISI

* Additional roles for CAISI:

* Assess if models can be used to automate large-scale
cyberattacks or the develop harmful biological or
chemical agents

*Monitor for flaws in Al systems that could lead to
unintended harm

*Coordinate with other federal agencies to set up Al test
beds



American Leadership in Al Act: Additional Provisions HIMSS

* Pilot grant program (S5M, 5 years) to bring international Al standards meetings to the
U.S., to boost American industry influence.

* Al Grand Challenges Program run by NSF: prize competitions (minimum S$1M per
winner) for Al breakthroughs in health, energy, national security, education, and more. A
cancer-specific challenge is specifically listed and requires at least S10M in prize money.

* NIH grants for research on generative Al in healthcare (reducing clinician burnout,
streamlining insurance claims, improving patient care).

* NDAA is amended to add Federal Standards for Al section asking for standards and
guidelines for Al used by agency using framework set by NIST Act

* Voluntary Al vulnerability/incident reporting system, similar to cybersecurity incident
reporting, so the government can track Al failures and risks



American Leadership in Al Act

* Funds K-12 education for Al literacy and funds “Centers of Excellence” at trade
school and community college levels

* There are also new guardrails (including re-requiring the establishment of the
Chief Al Officer position within all the agencies) for federal agencies deploying
Al.

* “High risk Al” is not defined, however, NIST is being tasked with define methods
and guidelines for developing reasonable risk tolerances for various use cases of
artificial intelligence systems based on:

* “risks associated with the intended and unintended applications, use cases, and
outcomes of the artificial intelligence system at issue, based on the guidelines
specified in the voluntary risk management framework for trustworthy artificial
intelligence systems, or successor framework” that NIST is tasked with creating



State Activity

* In the absence of Congressional action and federal regulatory frameworks, states
have stepped into the void to pass legislation governing the development and
deployment of Al

* Challenging environment for developers and multi-state health networks with
competing regulatory environments

* Several states are regulating Al using a risk-based framework, defining “high risk
Al” as:

Al that materially influences consequential decisions impacting employment,
education, housing, healthcare, insurance, or essential government services



HIMSS Global Al/ML Public Policy Principles HIMSS

* |n 2024, HIMSS released new guidance to promote and accelerate the
responsible governance and deployment of artificial intelligence and
machine learning in healthcare.

 https://www.himss.org/resources/ai-global-policy-principles/

* These principles provide critical guardrails to foster trust and advancement,
focusing on:

+ Safe and Trusted use of Al/ML

* Transparency and Patient Privacy

* Interoperability and Data Harmonization

* Workforce and Sustainability
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Risk and Use Case Based Regulatory Frameworks HIMSS

e Al public policy frameworks should not treat Al as a panacea and not assign
“one size fits all” guidelines. Different settings, use cases, intended uses,
and risk to patients' wellness and privacy should be considered when
determining validation, monitoring, and reporting requirements

 HIMSS recommends that governing policy frameworks for the use of Al in
the healthcare domain be stratified based on risk to patient’s health and
safety, risk of perpetuating harmful bias, and risk to the privacy of protected
health information, determined on a specific use case by use case basis



Risk and Use Case Based Regulatory Frameworks

* Mitigating factors in determining risk for a specific use case should
include:

What is the intended use of the Al use case, starting with clinical application?
Does the Al heavily influence specific clinical interventions?

What is the expected level of automation and role of a clinical decision
authority for the Al function?

What is the risk of potential harm to the patient if the Al output is outside of
safe parameters?

What is the potential variation in expected outputs when a local patient cohort
differs demographically from the training data cohort used to train the models?



Other Emerging Federal Initiatives

e Office of Civil Rights HIPAA Privacy Final Rule is imminent (at OMB
pending approval for publication in the Federal Register)

* Physician Fee Schedule Proposed Rule will be published in July

* Alignment of the Promoting Interoperability requirements for MIPS with
proposed changes to the ONC Certification Program (HTI-5)

 HTI-5 Final Rule and HTI-6 Proposed Rule
* CMS HealthTech Ecosystem deliverables announced on the 4t of July
* HIPAA Security Final Rule is expected in the fall



Have Questions? Want to get Involved?

Contact:
Jonathan French, CPHIMS, FHIMSS
Senior Director of Public Policy

Jonathan.French@himss.org



mailto:jfrench@himss.org
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