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Learning Objectives

Develop a strategy to 

coordinate multiple 

stakeholders when 

designing a complex project

Identify electronic health 
record (EHR) tools that can 
be employed to enable a 
purely digital experience 
for patients to receive 
pregnancy management 
care

Understand unique 
regulatory requirements 
for providing first trimester 
abortion counseling via 
telemedicine
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Dynamic legal landscape

April 27, 2023
Inslee signs laws to protect 
reproductive health and gender-
affirming care
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Fully digital platform

Access for all patients in the state of Washington

Access to consultation for discussion of pregnancy management 

options, including legal abortion

UW Medicine Mission
I M P R O V E  T H E  H E A LT H  O F  T H E  P U B L I C
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Patient journey

Patient requests 

appointment 

(self-schedule or 

phone)

Appointment 

scheduled

Telemedicine 

visit

E-Consent signed 

by provider and 

patient

Medication 

order sent

Pharmacy 

verifies and fills 

order

Nurse follow up 

call 1 week later
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Identify needs 

and challenges

Stakeholder 

engagement

Technical 

exploration and 

build

Implementation 

and follow up

Process: Overview & Timeline

Oct 22

Planning & 
Requirements 

Gathering

Nov 22 - Mar 23

Initial Design & 
Build

Mar 23

Design 
Round 2

Apr 23

Build 
Round 2

May 23

Training 
Materials & 

Comms 
Planning

Jun 23

GO LIVE
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Stakeholder Engagement (I2)
I N F L U E N C E - I N V O LV E M E N T  G R I D

I N F L U E N C E

I N V O L V E M E N T

ACTIVELY CONSULT

Chairs: Family Medicine, OB/GYN

Chief Clinical Informatics Officer

Office of Healthcare Equity

Executive Leadership

REGULARLY ENGAGE

Associate CCIO

IT Analysts & Managers

Legal team, Service lead

Pharmacy manager

KEEP INFORMED

Clinic nursing leads

Pharmaceutical supplier

MAINTAIN INTEREST

Clinical Informatics fellows

EHR technical support
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Technical exploration & build

E-Consent & Patient 

Portal Workflow

Unique visit type & 

scheduling template

REMS certification 

for pharmacy and 

providers

Guided order set 

and note template
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• Synchronous meetings to train clinicians and staff

• Contact center (appointment scheduling)

• Clinic front desk (appointment scheduling & check-in)

• IT partners – patient portal help desk, EHR help desk

• Pharmacists at specialty pharmacy

• Physicians and nurses

• Tip sheets and virtual go-live support

Implementation
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Outcomes

Visits

Number of telemedicine 

appointments completed 

since go live

103

Time to sign

Average time from 

creation of E-consent to 

patient signature in portal

<2m

Zip codes served

Number of zip codes in 

Washington state served 

by new visit type

52
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Keys to Success

Strong Leadership

Engagement of clinical, operations, 

informatics, pharmacy, legal, and 

risk leadership from start to go live

Engaged Analysts

Analysts from a diversity of teams 

such as Ambulatory, Pharmacy, and 

MyChart allowed for synchronized 

technical exploration and build. 

Physician Informaticist

Primary project owner and executive 

sponsor from CCIO team, allowing 

for more seamless development of 

clinical and technical workflows.
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Learning objectives

1. Describe automated draft replies. 

2. Build a new effective prompt for generating draft replies by 
leveraging existing community prompts instead of starting from 
scratch.

3. Evaluate automated draft reply quality as related to prompt length 
(and associated cost).
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Background

• UW Medicine: 1.5M Medical 
Advice Requests in 2023.

• UW Medicine at 75th percentile 
for requests/provider/day 
compared other Epic customers.
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What is Augmented Response Technology (ART)?

Patient Provider
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What is Augmented Response Technology (ART)?

Categories:
- General
- Medication
- Results
- Paperwork

GPT-3.5 Turbo
(non-learning)

Patient Provider
Categorization



[ADVENTISTHEALTH:INTERNAL]

What is Augmented Response Technology (ART)?

Categories:
- General
- Medication
- Results
- Paperwork

GPT-4
(non-learning)

GPT-3.5 Turbo
(non-learning)

Patient Provider

Generate draft 
reply

Categorization
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What is the problem?

• Cost of ART is based on the prompt length. 

• Pay-per-use and not subscription model.

• Desirable to build the shortest prompt with uncompromised quality.

Clinical 
Utility

Fiscal 
Efficiency
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Our Approach: Epic Galaxy Prompt Library

• In Basket ART 
Prompt Library:
• January 2024: 18 

health systems with 
published prompts

• Considerable 
variation:
• Prompt Length

• Prompt Content

*Each dot represents the prompt length from 1 of 18 institutions with published prompts.
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(re)Engineering our ART 
prompt
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What is our method?
1. Review content of 18 community prompts.

2. Identify themes in the prompts (what is common and uncommon).

3. Create our prompts with most common themes.

4. Compare quality of drafts from the prompts.

Clinical 
Utility

Fiscal 
Efficiency
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Annotating Prompts: Text
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Annotating Prompts: Themes
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Annotating Prompts: Themes
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Annotating Prompts: Identified 40 Themes
Tag Concept Example

job
Broad instructions to LLM 
related to the job being 
performed

“Your job is to create a draft message for a provider to use in 
response to patient messages.”

perspective
Instructions on writing reply 
from a certain perspective

"Act as if you are the Healthcare Provider who works in the 
department below, is experienced in the department specialty,"

tone
Instructions on writing reply 
with a certain tone

"The response should be concise, familiar and friendly”…
"Assume you know the patient and are on a first name basis"

ifOnlineInfo
Instructions on how to handle 
online information in a patient 
message

"Do NOT attempt to interpret code, APIs or other links to things 
patients may have gotten from the web."

ifUncertain
Instructions on how to handle 
probabilistic uncertainty

"If there is little confidence in the answer, simply respond that 
this is not known."
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Generating “minimalist” and “median” prompts

Shorter 
prompt

Longer 
prompt

Theme name % of prompts

1 tone 100%

2 smartLink 100%

3 perspective 100%

4 patientMessage 100%

5 job 100%

6 ifUncertain 100%

7 noPatientInstructions 89%

8 ifOnlineInfo 89%

9 ifThanks 84%

10 aiSecret 79%

11 ifShouldContactProvider 74%

12 signoff 68%

13 noMedicalMgmt 68%

14 ifRequestsExplanation 68%

15 noAction 53%
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Generating “minimalist” and “median” prompts

≥75% 
prevalence 
== 
“Minimalist 
Prompt” 

Shorter 
prompt

Longer 
prompt

Theme name % of prompts

1 tone 100%

2 smartLink 100%

3 perspective 100%

4 patientMessage 100%

5 job 100%

6 ifUncertain 100%

7 noPatientInstructions 89%

8 ifOnlineInfo 89%

9 ifThanks 84%

10 aiSecret 79%

11 ifShouldContactProvider 74%

12 signoff 68%

13 noMedicalMgmt 68%

14 ifRequestsExplanation 68%

15 noAction 53%

Minimalist (top 75%)

• 694-character prompt 

with top 10 themes.
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Generating “minimalist” and “median” prompts

Median (top 50%)

• 2,325-character prompt 

with top 15 themes.

≥50% prevalent
== 
“Median Prompt” 

≥75% 
prevalence 
== 
“Minimalist 
Prompt” 

Shorter 
prompt

Longer 
prompt

Theme name % of prompts

1 tone 100%

2 smartLink 100%

3 perspective 100%

4 patientMessage 100%

5 job 100%

6 ifUncertain 100%

7 noPatientInstructions 89%

8 ifOnlineInfo 89%

9 ifThanks 84%

10 aiSecret 79%

11 ifShouldContactProvider 74%

12 signoff 68%

13 noMedicalMgmt 68%

14 ifRequestsExplanation 68%

15 noAction 53%

Minimalist (top 75%)

• 694-character prompt 

with top 10 themes.
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Minimalist Prompt: Text

[694 characters]

*This is the first version and has since been refined based on pilot feedback.
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How did we decide between “minimalist” and 
“median?”

Surveyed 18 community prompts for common content (tags).

Generated “median” (top 15 tags) and “minimalist” (top 10 
tags) versions.

Evaluate drafted replies of “median” and “minimalist” 
prompts with “mock” patient messages.

Review generated responses for relevance and accuracy.

Estimate annual cost of “median” vs. “minimalist” prompts.
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Evaluation of replies

• Using synthetic patient data, 40 
drafted responses (10/category) 
using “minimalist” and “median” 
prompts (80 total drafts).

• 4 physicians reviewed each drafted 
reply (320 draft reviews).

• Unanimous agreement 
“minimalist” prompt was non-
inferior.

Would you use the response? (yes/yes with edits/no)
If "yes with edits", how substantial are the edits? 
(major/minor)

Factual accuracy (1-5)
1 = poor
2 = below average
3 =  average
4 =  above average
5 = excellent

How appropriate is the style/tone of the response? (1-5)
1 = poor
2 =  below average
3 =  average
4 =  above average
5 =  excellent 

Is the response relevant to the patient's message? (yes/no)

Does the response contain clinical decision making? 
(yes/no)
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Minimalist versus median: savings estimate

• 1,631 characters (337 tokens) difference between “median” (492 
tokens) and ”minimalist”(155 tokens) prompts.

• $0.03 / 1k tokens (ChatGPT 4.0 publicly reported cost).

• 1.5M requests/year at UW Medicine in 2023 = 505M tokens/year.

• ~$15k projected annual savings with “minimalist” vs. “median.”
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Summary

• Prompt annotation and theme analysis can be used to identify the 
prevalence of prompt content across institutions.

• Our “minimalist” prompt (top 75%) was non-inferior to the ”median” 
prompt (top 50%) after review of automated drafted replies.

• UW adoption of a “minimalist” prompt is estimated to save 
~$15k/year compared to the “median” prompt.
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Questions?
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A Recipe for Change: 
Optimizing Well Child Visits
AMDIS 2024

May 23, 2024

Steven Nevers, MD
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vs
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Understand
Plan

Decide

Implement

Communicate

Evaluate Change
Life Cycle
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increase 
in use

more orders 
placed

25% 40%
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Shout-out to others who helped with the project

Aaron J. Chaise, MD
Emily Wilhite
Ariel Leifer, MD
Karl M. Kochendorfer, MD
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Discussion…
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Cyberattack Operational 
Preparedness Manual 
Focus on the Emergency 
Department and Primary 
Care Clinics
Association of Medical Directors of Information Systems
2024 Annual Physician-Computer Connection Symposium
Ojai, California
June 20th, 2024

Marshall Frieden, M.D. 
Nicolas Kahl, M.D.
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H) to enhance cybersecurity in healthcare as 
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Background
• A rapid increase in the frequency of cyberattacks and the known vulnerability of 

electronic health records has prompted the Advanced Research Projects Agency for 

Health (ARPA-H) to launch the Digital Health Security (DIGIHEALS) Initiative in 2023.

• Through this initiative, we have begun research led by Drs. Christian Dameff and Jeffrey 

Tully to identify vulnerabilities to cyberattacks and opportunities to build resiliency to 

these attacks within our healthcare system.

• Our current research has entailed workflow analysis of service lines within UCSD to 

identify vulnerable patient populations and the current state of cyberattack preparedness 

at the institution.

• Our research is still in progress, with the goal of creating a national playbook for 

cybersecurity preparedness.
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Cyberattacks targeting Healthcare
• First known event occurred in 1989 when 20,000 floppy disks containing malware 

were unknowingly distributed at a WHO international AIDS conference.
• Rapid adoption of technology following the HITECH Act in 2009 also created new 

targets for eCrime Big Game Hunters
• Cybersecurity attacks, generally accepted to be underreported, have rapidly risen 

over the past 10 years since the first documented hospital ransomware event in 
2012. 

• Cyberattacks are often directed at obtaining access to the EHR’s protected health 
information and then denying access or threatening its public release 

• Since the Change Healthcare event in March, Recorded Future, a cybersecurity firm, 
noticed the highest monthly number of ransomware incidents in April since they 
began tracking the events 4 years ago. 

1) https://www.hhs.gov/sites/default/files/ransomware-healthcare.pdf

2) Stowman AM, Frisch N, Gibson PC, John TS, Cacciatore LS, Cortright V, Schwartz M, Anderson SR, Kalof AN. Anatomy of a Cyberattack: Part 1: Managing 

an Anatomic Pathology Laboratory During 25 Days of Downtime. Am J Clin Pathol. 2022 Apr 1;157(4):510-517. doi: 10.1093/ajcp/aqab145. PMID: 35188549.

3) https://www.wired.com/story/change-healthcare-22-million-payment-ransomware-spike/

3.
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Types of Cyberattacks

• Ransomware is a subtype of Malware

⚬ Subtypes of Ransomware include

￭ Crypto Ransomware / Encryptors

￭ Scareware

￭ Lockers

￭ Doxware or Leakware

1) https://blog.ecosystm.io/cyber-attacks-threats-risks/ 

2) https://www.hhs.gov/sites/default/files/ransomware-healthcare.pdf
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Organization / Company Healthcare System Effect Cost / Consequence

Change Healthcare
Unable to process Medical Claims and 

Electronic Payments   

1) 22 million USD Ransom paid

2) Advance payment of 6 billion USD by 

UnitedHealth Group to affected providers

Ascension Healthcare

Loss of EHR access for over a month 

at 140 hospital health system

1) Two Class Action Lawsuits are currently 

filed in Illinois and Texas

2) EMS Diversion

3) Delayed appointments

Synnovis

Loss of access to Diagnostic and 

Pathology services for NHS providers

1) Delayed Surgeries

2) NHS critical incident call for O blood donors

2024 Ransomware Incidents

1) https://www.wired.com/story/change-healthcare-22-million-payment-ransomware-spike/
2) https://www.beckershospitalreview.com/ehrs/ascension-restores-ehr-systemwide.html
3) https://www.npr.org/2024/06/16/nx-s1-5004998/the-u-s-healthcare-industry-has-been-the-target-
of-two-ransomware-attacks-this-year
4) https://duo.com/decipher/synnovis-ransomware-attack-disrupts-healthcare-services
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The Whys

• A general understanding of cybersecurity incidents is necessary given the current frequency 

of events

• The full cascading or indirect impacts of cybersecurity incidents on our patient populations 

are real and not fully measured at this time 

• While procedures for EHR downtime are common, a ransomware attack may affect a 

healthcare system through a significantly different mechanism and timeframe requiring a 

specific response plan

• The serious consequences of ransomware events merit a proactive vs reactive disaster 

response plan
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Creating a Cyberattack Operational 

Preparedness Manual

General Problem-Focused Strategies 

• Leadership

• Communication

• Medical Record / Documentation

• Pharmacy

• Laboratory

• Imaging 

• Revenue Cycle / Billing
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Leadership Contingencies

• Problem: Established organizational leadership structure will be 

disrupted during a cyberattack.

• Solution:

⚬ Establish an Emergency Operations Center to coordinate decision-

making and communication across the health system.

⚬ Keep a printed manual with cyberattack response plan in 

executive office and each essential department or clinic.
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Leadership Contingencies
• Problem: Established organizational leadership structure will be disrupted 

during a cyberattack.

• Solution:

⚬ Specific individuals of each clinical and nonclinical team should be 

identified as leaders of the acute response. In the absence of defined 

roles per emergency procedures, the department chair or medical 

director may fill or delegate this role. 

⚬ These leaders will direct subsequent communication, decision-

making, and interfacing with the Emergency Operations Center.



[ADVENTISTHEALTH:INTERNAL]

Communication Contingencies
• Problem: Communication methods like phone (VoIP), 

overhead paging, electronic medical record messaging, and 

internal health system pagers may be disrupted.



[ADVENTISTHEALTH:INTERNAL]

Communication Contingencies
• Solutions: 

⚬ Establish an alternative emergency internal communication system using portable 

two-way radio transceivers with adequate inventory to cover key ransomware 

response leaders and all clinical settings effectively. 

⚬ Maintain regularly updated contact information for all staff including personal cell 

phone numbers and non-institutional email addresses. Consider maintaining offline 

accessible copies or regularly printing copies.

⚬ Maintain a list of emergency contact numbers, including the Emergency Operations 

Center, surrounding hospitals, and local and regional emergency medical services, 

public health, and law enforcement agencies.
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Medical Record Contingencies
• Problem: The electronic medical record will be inaccessible or significantly 

limited in capability during a cyberattack.

• Solutions:

⚬ Catalog a list of existing downtime forms or create new forms as necessary 

for physician, nursing, and staff documentation.

⚬ Ensure a three-day supply of needed forms for average institutional 

volume, and plan for further resupply if the outage extends two to four 

weeks.

⚬ Designate a central repository where paper documentation can be 

organized and scanned for charge capture.
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Pharmacy Contingencies
• Problems: 

⚬ Access to medication and pharmacy verification will be disrupted 

during a cyberattack.

⚬ Communication with Pharmacists may be disrupted.

⚬ Processes to track stock, order replacements, and deliver 

medications are likely to be unavailable.

⚬ Processes to ensure safe dose administration, allergy checks, and 

controlled substance monitoring through the electronic medical 

record are also likely to be unavailable.
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Pharmacy Contingencies
• Solutions:

⚬ Establish a joint clinical departments-pharmacy plan for non-network 

dependent communication channels and protocol for medication 

verification as well as the identification and management of potential 

critical drug access or shortage issues.

⚬ Assess the accessibility of medications in electronically locked 

environments and ensure the ability for secondary access in the event of 

lock failure. Ensure the presence and document the location of multiple 

copies of emergency access keys for controlled medication dispensing 

units.
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Blood Bank Contingencies
• Problem: Processes for preparing, compatibility testing, and delivering 

blood products for clinical administration may be disrupted or delayed 

during a cyberattack.

• Solution:

⚬ Establish a joint clinical department-transfusion medicine plan for 

non-network dependent communication channels, the continual 

assessment of blood product availability, and modifications for the 

existing massive transfusion protocol in the setting of downtime.
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Laboratory Contingencies
• Problem: Routine laboratory procedures may be disrupted or delayed during 

a cyberattack.

• Solution:

⚬ Establish a joint clinical department - laboratory plan for the potential 

increased reliance on point-of-care testing devices, ensuring that 

adequate supplies exist for an upsurge in use of consumables. 

⚬ Identify backup workflow for transportation of lab samples.

⚬ Devise a plan for the non-network dependent communication of critical 

laboratory results.
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Imaging Contingencies

• Problem: 

⚬ Diagnostic imaging workflows are highly likely to be disrupted 

during a cyberattack. 

⚬ The transmission of data, connected networked systems, and/or 

reporting and viewing software will likely be impaired. 

⚬ Diagnostic imaging results typically viewable in the EHR will likely 

be unavailable. 
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Imaging Contingencies
• Solution:

⚬ Ensure timely access to emergent and urgent imaging and radiology 

services. 

⚬ Establish backup communication between clinical physicians and 

radiologists on call.

⚬ Anticipate extended delays in obtaining imaging studies and radiologist 

interpretation. 

⚬ Anticipate the possibility of certain imaging modalities not being 

available. 

⚬ Consider workflow supplementation with point of care ultrasound 

where clinically appropriate.
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Billing Contingencies
• Problem: Perfunctory charge capture routinely carried out within a 

functional electronic medical record will be disrupted during a 

cyberattack. In a prolonged event this could result in significantly 

decreased health system revenue. 

• Solution:

⚬ Establish a joint specialty specific billing services plan for the 

process of downtime-record based charge capture.

⚬ Keep a printed manual with a billing specific response plan in 

executive office and billing department.

⚬ Reduce non-essential costs
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Service Specific Preparedness

• Primary Care and Community Medicine

• Emergency Medicine
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Primary Care and Community Medicine
General Considerations during Cyberattack

• Problem: Loss of access to a clinic or healthcare system's EHR or network will result in significant 

operational slowdowns. Lack of information, combined with the corresponding reliance on 

downtime procedures which are often under-practiced will result in a significant increase in the risk 

of clinical error or harm. 

• Solution: Prompt assessment of the extent of the incident and communication among physician, 

allied health, and operational leadership can set realistic expectations and promptly implement a 

cyberattack preparedness plan 
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Primary Care and Community Medicine
Operational Considerations during Cyberattack

• Prompt triage of which clinic visits may be deferred or proceed will be critical during the initial 

phase of the event

• Anticipate and plan for redundant methods of obtaining lab, pathology, and imaging studies  

• Anticipate that patient communication may be partially or completely impacted 

• Patient knowledge of complex care they have received and ongoing medical problems may be 

limited

• Patient awareness of the event may not occur initially but will likely be quickly understood 

through social media and news outlets

• Plan for and develop a system for an increased demand for documentation and billing upon 

returning to normal operations
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Primary Care and Community Medicine
Operational Considerations during Cyberattack

• Determine those specific patient populations at highest risk for harm based on the services provided 

at your clinic

• For continuing medical services, plan for backlogging the documentation required in providing point-

of-care testing, imaging, pathology processing, and procedures if proceeding with care

• Anticipate and plan for increased patient calls, medication refills, and patient medical advice 

messages during the recovery phase of the incident

• If prescribing controlled substances or medications whose discontinuation will result in patient 

decompensation anticipate the increased need for patient communication access and interfacing 

with pharmacies in the setting of unavailability of electronic prescribing
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Primary Care and Community Medicine
High Risk Populations

• Patients being treated at the time of the cyber-attack. 

• Patients requiring ongoing close monitoring and treatments for chronic illnesses (CHF exacerbation, 

COPD Exacerbation, MAT).

• Patients scheduled for Emergency Department or Hospital Discharge follow-up visits. 

• Newborn Nursery Discharge Follow-up Visits.

• Obstetric patients.

• Pediatric patients with medical problems requiring close monitoring (eg. uncontrolled asthma, failure to 

thrive, weight loss).

• Patients on controlled substances or medications requiring close monitoring and titration or who’s loss of 

access to medications could result in rapid adverse effects (eg. example baclofen withdrawal).

• Patients undergoing evaluation for malignancy.
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Primary Care and Community Medicine

Rescheduling of Patient Appointments

• Transparency with patients and a focus on patient access for acute medical problems and 

high-risk populations will be critical to patient care during the early recovery phase of the 

cyberattack   

• Although often integrated into an EHR, alternative services should be explored if desiring 

or needing to provide telehealth services

• Lack of patient and staff contact information may result in significant operational 

limitations and delays in recovery in the event of a cyberattack. 
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Emergency Medicine 

• It is guaranteed that a cybersecurity incident will declare its initial impact during a period in which 

emergency department care is ongoing, as emergency care is universally available 24 hours per day, 365 

days per year.

• Problem: The complete loss of a hospital network, including associated services such as the electronic 

medical record, will render most of the information used in emergency medicine practice and operations 

inaccessible. This lack of information, combined with the corresponding reliance on emergency or 

downtime procedures which are often under-practiced will result in a significant increase in risk of 

clinical error or harm. 

• Solution: The systematic and step-wise assessment of emergency department workflow, establishment 

of strong lines of communication, adjustment of clinical service lines and rational allocation of 

emergency department resources and staff may serve to mitigate this danger.  

General Considerations during Cyberattack
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Emergency Medicine 

• Rapidly transition to downtime procedures.

• Establish and maintain nursing-led direct patient coverage to rapidly identify and respond to 

decompensating patients in the emergency department.

• Establish and maintain communications with the leaders of related clinical units such as trauma 

teams, critical care units, medicine floor units, obstetrics, on call surgeon, on call specialists, 

pharmacy, radiology, laboratory, and blood bank.

• Effective communication should be maintained with the house supervisor to ensure ongoing bed 

allocation to patients being admitted from the emergency department.

• Consider adjusting patient:staffing ratios in the absence of centralized monitoring.

Operational Considerations during Cyberattack
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Emergency Medicine 

• Problem: Inefficient workflows throughout the health system during a cyberattack may lead to a dramatic 

increase in emergency department boarding. 

• Solutions: 

⚬ Work with the house supervisor to assess institutional nursing capacity and bed availability.

⚬ Coordinate with the inpatient medicine team to expedite hospital discharges and increase supply of 

beds.

⚬ Coordinate with neighboring hospitals to transfer stable patients as an alternative to admission.

⚬ Work with hospital leadership to consider canceling elective surgical cases to reallocate space and staff. 

⚬ Reassess for changes in capacity and safety at 48 hour intervals.

Emergency Department Boarding during Cyberattack
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Emergency Medicine 

• Problem: 

⚬ The emergency department serves as one of the main conduits for patient care to 

enter the hospital system. 

⚬ During a cyberattack that significantly thwarts hospital throughput, interventions to 

redirect inbound patients should be considered.

• Solutions

⚬ Develop departmental criteria for the recommendation of emergency bypass or 

transfer protocols in the event of a cybersecurity incident. 

⚬ Ensure that backup communication between EMS base stations is planned to 

coordinate bypass from affected hospitals to unaffected hospitals.  

Redirection of Inbound Patients during Cyberattack
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Emergency Medicine 

• Problem: 

⚬ Emergency department entrances and other associated clinical/staff environments 

secured by electronic locks or other physical security means may be impacted by a loss 

of network connectivity from a ransomware attack.  

• Solutions

⚬ Engage with security and hospital leadership to increase staffing in the event of a 

cyberattack.

⚬ Contact local law enforcement to augment security if local resources are inadequate to 

ensure staff and patient safety in the emergency department.

Emergency Department Security during Cyberattack
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Emergency Medicine 

• Problem: Bedside procedures supported by imaging systems including intubation, central line placement, 

orthopedic fracture/dislocation reduction, may be more challenging without bedside x-ray or ultrasonography.
⚬ Solution: Consider most experienced operators to perform.

• Problem: Overall inefficient care delivered due to aforementioned challenges.

⚬ Solution: Activate backup to increase staffing of emergency physicians and nurses
• Anticipate delays in paging for admissions and consultations
• Ensure the accessibility of critical medications in electronically locked environments and ensure the ability for 

secondary access in the event of lock failure. Crash carts should be fully stocked and locations mapped.
• Anticipate rapid depletion of certain blood products and utilize judiciously.
• Anticipate delays in communication of critical laboratory results, rapidly transition to backup notification.

• Anticipate extended delays in obtaining imaging studies and radiologist interpretation, consider workflow 
supplementation with physical examination and point of care ultrasound where clinically appropriate.

Clinical Practice of EM during Cyberattack
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Emergency Department
Vulnerable Populations during Cyberattack

• Out of Hospital Cardiac Arrest

⚬ Post-ROSC care may be delayed

• STEMI

⚬ Cath lab activation, Cardiology consultation may be delayed

• Stroke

⚬ Neurology consultation, tPA preparation may be delayed
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Emergency Department
Vulnerable Populations during Cyberattack

• Trauma and emergency general surgery

⚬ Trauma / general surgeon consultation, blood product administration, 

operating room transfer may be delayed

• Obstetrics

⚬ Obstetrician consultation, Neonatologist consultation, and Labor and 

Delivery transfer may be delayed, fetal monitoring may be limited

• Sepsis

⚬ IV fluid and antibiotic administration may be delayed

⚬ Telemetry and monitoring that is critical to detecting early deterioration may 

be unavailable

⚬ Lab results i.e. Lactate results delayed
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Recovery Phase
•  Establish criteria for the discontinuation of EMS diversion, and resume external transfers to your facility (if 

applicable). 

• Prepare for rapid influx of patients after restoring regional access by maintaining or increasing response 

phase staffing levels.  

•  Restart referral of patients from outpatient clinics.

• Begin triage and scheduling of urgent and elective cases. 

•  Titrate staffing levels to address continued workflow inefficiencies and backlog of patient volume in the ED, 

as well as adjacent and co-dependent departments and/or clinical workflows to avoid bottlenecks.  
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Recovery Phase
 

•  Establish and implement policies and protocols for the transition of patient records from 

downtime procedures back to the electronic health record. Consider utilizing increased staffing to 

aid in rapid record duplication and transfer process.  

 

•  Ensure rapid and complete transition from downtime patient registration and tracking processes 

back to normal operating procedures. Monitor for incomplete transition, lost patients, duplicative 

orders, and other transition risks.  

 

•  Restart normal charge capture and billing processes. 
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Conclusion
 
• Goal to create a national playbook for healthcare cybersecurity 

preparedness.

• Focus on standard workflows that health systems can utilize to respond to a 
cyberattack, rather than on institution-specific workflows.

• Individual healthcare organization leadership ideally will have local plan that 
can work in concert.
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