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Blockchain to Accelerate Artificial 

Intelligence in Medical Imaging; the 

“Diagnosis Protocol” 



Disclosure

• Diagnosis Protocol (co-founder 
equity)

• Next Gen Miners (partner equity)



Proposed Use Cases of 

Blockchain in Pathology

AI Imaging Datasets: 

a MESS



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwio2oOYk-

DbAhWfGDQIHTexA-kQjRx6BAgBEAU&url=https%3A%2F%2Fitexperts.co.za%2F4-common-computer-problems-can-

fix%2F&psig=AOvVaw1lNzox8QAG5Xzx40RJ1m3A&ust=1529512224651489

Not a Tech Problem



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwiD4Oq7k-

DbAhWBIzQIHYfNAPYQjRx6BAgBEAU&url=http%3A%2F%2Fwww.pawelkurnik.pl%2Ffinanse%2Fnajwieksze-bolaczki-

polskich-przedsiebiorcow&psig=AOvVaw1HzZtaXqxHWBqCIBhanW0x&ust=1529512234688662

A People Problem



Proposed Use Cases of 

Blockchain in Pathology

Global Collaboration Needed to 

Build AI



A Solution: Blockchain

• Incentivize data 
structuring

• Guarantee quality of data



A Word about Blockchain

Blockchain > Purpose

• The technology for replacing 

intermediaries

• Ultimate audit trail, asset tracking, 

and security

• Direct, digital connection, between 

an activity and a value (Smart 

Contracts)

Intermediary

Blockchain



• Bitcoin is the prototypical Blockchain 1.0; 
currency/ money transactions 

• Ethereum is the prototypical Blockchain 
2.0; VALUE transactions

• Made available via SMART CONTRACTS 

Blockchain > What is it- technical

https://anders.com/blockchain/

Smart Contracts; an Example



https://www.youtube.com/watch?v=GO9Q7i

Blockchain > Importance

The Future of Value Exchange

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjSmP-

SpeDbAhUIG3wKHVOMDvIQjRx6BAgBEAU&url=http%3A%2F%2Fwww.ibmbigdatahub.com%2Fblog%2Fwhat-

blockchain-and-what-does-it-have-do-internet-things&psig=AOvVaw1ioQhIYG04-

GzDWDzrxYn8&ust=1529516996916360

Information Exchange Value Exchange



Proposed Use Cases of 

Blockchain in Pathology

Diagnosis Protocol: an Image 

Annotation Blockchain

RADIOLOGIST VIEW



Proposed Use Cases of 

Blockchain in Pathology

Specialty Agnostic
Pathologist Whole 
Slide View
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Annotated Medical Imaging 

Datasets



Token Economy

Researchers

(Imaging,
AI/ Tech, Device 
Manufacturer, 

etc.) Companies

Developers



Doctor A

Blockchain Audit Trail



Doctor A

Metadata stored on blockchain

Blockchain Audit Trail



Doctor A

Doctor B

Proof images were worked on; Verifiable by anyone 

Regulatory requirements?

Blockchain Audit Trail



Cybersecurity in 

Deep Learning
• Adversarial examples are inputs to machine learning models that an 

attacker has intentionally designed to cause the model to make a 

mistake 

https://arxiv.org/abs/1804.05296

Intact Model Compromised Model

Nevus 98% confidence Melanoma 97% confidence

Pixel “white noise”+



• The image and associated 
metadata should be 
hashed to ensure that the 
data has not been altered 
by bad actors

• Furthermore, the hash of 
many hashes (Merkle tree) 
can represent the entire 
dataset.  One can verify 
that work was performed 
on the entire dataset prior 
to purchasing.

Cybersecurity in 

Deep Learning



Diagnosis Protocol at 

SIIM



Proposed Use Cases of 

Blockchain in Pathology

UIC CI Fellowship 

Program

K. Kochendorfer
CHIO

F. Behm
Chairman, Pathology

T. Patel

Clinical Service
Didactics
Projects

Rotations

• One of the first ACGME accredited 
programs in the country (9/2014)

• 4 Core Components (2 years)

Shane Borkowsky 

and CHIO team



Thank 

You!
Updates at AMIA Annual Symposium

San Francisco Nov 3 - 7

Blockchain Fundamentals for the Healthcare Professional:

Realities, Use-cases, and Future Implications.

Boodoo R MD, Diaz M MD, Taylor J MD, Alsadi A MD
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Understand People and 
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People and Processes



Goal

*From Chuck Friedman

NOT Goal













People and Processes
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Case

• Sept 2015

• 17 m/o male brought to the ED by parents 

due to concerns of sexual abuse by a 

friend of the family 

• Bruises on face and leg 

• Sent home with family for follow up with 

PCP

• 2-weeks later was pronounced dead at 

home, found to have multiple rib 

fractures, clavicle fracture and severe 

abdominal trauma



Epidemiology of Child Abuse

https://americanspcc.org/child-abuse-statistics/

20,000 American 

kids killed in their 

own homes in 

the last 10 years 

80% of child 

fatalities involve 

at least 1 parent

5 kids are 

murdered each 

day 

1,670-1,740 kids 

die each year 



Identifying The Root Cause Analysis And Counter Measures

• Lack of Knowledge

• Inadequate process

• Lack of leveraging technology

Problem: Despite good evidence on bruising as sentinel injuries of 

abuse, there is no standard workup among ED physicians on bruises 

found on children. 



Identifying The Root Cause Analysis And Counter Measures

• Lack of Knowledge

• Inadequate process

• Lack of leveraging technology

• Create a clinical standard 

pathway algorithm

• Create a standard screening 

power form and process for 

RN-

• Track the metrics to ensure 

the standards are followed 

and improved upon

Root Causes Counter Measures



Clinical Standard Work ( CSW) 

Clinical Standard Work (CSW): 3 components 

• Documented approach to management and treatment

• Based on evidence – extensive lit review

• Team consensus when evidence not available

• Care is hard-wired

• Outcomes are measured, and owned by someone to assure the 

continual improvement of the care for this condition



Bruising Pathway Goals

• Increase recognition of bruising as a sentinel injury for abuse

• Standardize the approach to identifying and working up bruises 

in the emergency department

• Reduce the number of missed cases of abuse

• Improve collaboration between ED and Child Protection Team



Pathway Algorithm 



CIS  Clinical Decision Support Tools- EMR 

updates

• Order set required P/E fields to be filled out by the RN in Cerner

This varies based on age of child (if <6 months, bruising anywhere on the child)



EMR Updates – ED White Board

B



Tracking the metrics through Tableau 

28,472 children screened since 

implementation (18 months)

Screening rate ~88%



Metrics – positive screen

• Out of 28,000 cases, 402 children 
(1%) screened positive for high risk 
bruise since go live.



Summary 

• Child abuse is a significant problem and it is under recognized 

by physicians 

• Informatics can be used for screening to improve the 

recognition of child abuse

• Analytics can help track our Clinical pathways to ensure 

standards are being followed and to measure clinical 

effectiveness



Be Brave!

Darren S. Migita, MD
Medical Director Clinical 
Standard Work
Pediatric Hospital Medicine

Michael G. Leu, MD,MS
Clinical Informatics Fellowship 
Program Director
Pediatric Hospital Medicine

Reza Sadeghian MD,M.B.A,MSc

Clinical Informatics Fellow

General Pediatrics

James Metz, MD,MPH
Child Abuse Expert
Pediatric Hospital Medicine

Carlos E. Villavicencio, MD, MS/MI
Clinical Standard Work
Pediatric Hospital Medicine

Thank You 

Happy Birthday! Happy Birthday! 
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