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A Patient Safety Case in The HIT Era

• 69 year old women admitted for elective colon resection 

for diverticuli

• 2 days post op she develops pneumonia and is 

transferred to the ICU

• On the second ICU day the patient suffers a prolonged 

period of unrecognized hypotension and is ultimately 

found to be septic and ultimately dies

• On review of the case a malfunction in the bedside 

monitor/EHR Interface led to an inaccurate blood 

pressure reading in the EHR blood pressure display



A Patient Safety Case in The HIT Era

• 27 year old women evaluated in the ER  for severe lower 

abdominal pain 

• Taken to surgery for what was felt to be an acute 

abdomen

• At surgery she was found to be pregnant and the fetus 

did not survive

• On review of the case a problem with interoperability 

lead to another patients lower abdominal ultrasound 

report being inadvertently inserted into this patients EHR 

record





Health IT and Patient Safety:
Building Safer Systems for Better Care
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Unexpected Increased Mortality After 

Implementation of a Commercially Sold 

Computerized Physician Order Entry System

Scott Watson, Trung C. Nguyen, Hülya Bayir and 

Richard A. Orr

Yong Y. Han, Joseph A. Carcillo, Shekhar T. 

Venkataraman, Robert S.B. Clark,Richard A Orr.
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Recommendation 1 (continued)

b.   The Office of the National Coordinator for Health IT (ONC) 

should expand its funding of processes that promote safety 

that should be followed in the development of health IT 

products, including standardized testing procedures to be 

used by manufacturers and health care organizations to 

assess the safety of health IT products.

c.    ONC and AHRQ should work with health IT vendors and 

health care organizations to promote post-deployment safety 

testing of EHRs for high prevalence, high impact EHR-

related patient safety risks.

d.    Health care accrediting organizations should adopt 

criteria relating to EHR safety.

e.    AHRQ should fund the development of new methods for 

measuring the impact of health IT on safety using data 

from EHRs.



SAFER Guides: 
Safety Assurance Factors for EHR Resilience

Kathy Kenyon, JD MA, Office of the National Coordinator 

Joan Ash, PhD MLS, MS, MBA, Oregon Health & Science University

Hardeep Singh, MD MPH, Houston VA and Baylor College of Medicine

Dean Sittig, PhD, University of Texas School of Biomedical Informatics

January 30, 2014
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• Foundational Guides 
– High Priority Practices 

– Organizational Responsibilities 

• Infrastructure Guides 
– System Configuration 

– System Interfaces 

– Contingency Planning 

• Clinical Process Guides 
– Patient Identification 

– Computerized Provider Order Entry with CDS 

– Test Results Reporting and Follow-up 

– Clinician Communication

10

SAFER: Safety Assurance Factors 
for EHR Resilience
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Information Transfer

and Clear Communication



13

CPOE may be adopted

with a stage approach

once integrated information

systems are in place to

support safety and effective

CPOE systems…

The CPOE system is tested

against The AHRQ/NQF

Inpatient CPOE Testing

Standards…developed to

provide organizations that are

implementing CPOE with

appropriate decision support

about…

-Excerpt-



AHRQ EHR Flight Simulator

“Anyone here know how to play 

Microsoft’s Flight Simulator?”
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Principles Behind the 

Evaluation Methodology

 Principle #1: Target the Harm

– Common sources of ADE’s (not errors)

– Sources of severe harm (existing literature and expert consensus)

 Principle #2: Encourage Quality Improvement

– Categorize test set by type of error

– Provide feedback to the provider organization for each category

– Provide advice about nuisance alerting

 Principle #3: Accentuate the positive

– Encourage quality, as well as harm reduction (ADE’s)

Address errors of commission and omission

Include corollary orders and duplicate interventions
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Many Research Databases Used

Research background, combined with the practical experience of the EHR pioneers, 

was first used to define the focus.

Types of CPOE-preventable ADEs Percentage*

Patient Diagnosis 1

Duplicate Med Check 1

Drug-drug 2

Drug Frequency 3

Drug Allergy 4

Drug-specific Guidelines+ 7

Drug-age 9

Drug dose Suggestion (typical) 9

Renal Check 19

Drug-lab Check 27

Preventable ADEs in 10.4/100 admissions to six community hospitals

* All sites 

+ Ondansetron

Source: Bates et al. “Saving lives, Saving money: The Imperative for Computerized Physician Order Entry in 

Massachusetts Hospitals.” The Clinical Baseline and Financial Impact Study. MTC and NEHI. February 2008.

The Assessment Methodology



Simulations of EHR Use with CPOE

The assessment pairs medication orders that would cause a serious adverse drug event with 

a fictitious patient.

Patient
AB

Female

52 years old

Weighs 60 kg

Allergy to morphine

Normal creatinine

A physician enters the order …

and observes and records the type of CDS-generated advice that is 

given (if any).

Coumadin (Warfarin) 5 mg po three times a day.

The Assessment Methodology



© FCG 2007   |    Slide 19 CDS

Web-Based Evaluation Tool (cont.)

 For ambulatory test:  additional capability to test basic health 

maintenance prompting

 Outputs received immediately after submitting results 

– Individual site performance feedback 

 Indicating performance in each medication order category 

 Indicating performance for health maintenance (ambulatory only) 

– Sensitivity = the ones that you got right (percentage)

– Specificity = how many did you get that you should not have 

(percentage) 

– Aggregate score for public reporting - similar to the Leapfrog Hospital 

Quality and Safety Survey 
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Web-Based Evaluation Tool
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The team of advisors helped to define the order categories in the 

assessment to reflect the sources of common, preventable ADEs 

identified in research.

Order Category Description Example 

Therapeutic duplication Medication with therapeutic overlap with 

another new or active order; may be same 

drug, within drug class, or involve components 

of combination products

Codeine AND Tylenol #3

Single and cumulative 

dose limits

Medication with a specified dose that exceeds 

recommended dose ranges or cumulative dose

Ten-fold excess dose of 

methotrexate

Allergies and cross-

allergies

Medication (or medication class) for which 

patient allergy has been documented

Penicillin prescribed for 

patient with documented 

penicillin allergy

Contraindicated route 

of administration

Order specifying an inappropriate route of 

administration (e.g., oral, intramuscular, 

intravenous)

Tylenol to be administered 

intravenously

Drug-drug interaction Medication that results in known, dangerous 

interaction when used in combination with a 

different medication in a new or existing order 

for the patient

Digoxin AND Quinidine

The Assessment Methodology



The team of advisors helped to define the order categories in the 

assessment to reflect the sources of common, preventable ADEs 

identified in research. cont.

Order Category Description Example 

Contraindication/dose 

limits based on patient 

diagnosis

Medication either contraindicated based on 

patient diagnosis or diagnosis affects 

appropriate dosing

Nonspecific beta blocker in 

patient with asthma

Contraindication dose 

limits based on patient 

age and weight

Medication either contraindicated for this 

patient based on age and weight or for which 

age and weight must be considered in 

appropriate dosing

Adult dose of antibiotic in a 

newborn

Contraindication/dose 

limits based on 

laboratory studies

Medication either contraindicated for this 

patient based on laboratory studies or for which 

relevant laboratory results must be considered 

in appropriate dosing

Normal adult dose regimen 

of renally eliminated 

medication in patient with 

elevated creatinine

Corollary Intervention that requires an associated or 

secondary order to meet the standard of care

Prompt to order drug levels 

when ordering Dilantin

Cost of care Test that duplicates a service within a 

timeframe in which there is typically minimal 

benefit from repeating the test

Repeat test for Digoxin 

level within 2 hours

The Assessment Methodology
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Print your results and sign-out.     
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NEW CATEGORIES

Order Category Description Example 

CHOOSING WISELY INAPPROPRIATE ORDERING OF 

MEDICATIONS, LABORATORY TEST, 

RADIOLOGIC TESTS

ORDERING OF VIT D 

LEVELS IN LOW RISK 

PATIENTS

PREVENTION OF 

COMMON HOSPITAL 

COMPLICATIONS

APPROPRIATE ORDERING OF 

INTERVENETIONS TO PREVENT HOSPITAL 

COMPLICATIONS -- CLABSI OR DVT

ORDERING OF 

APPROPRIATE 

INTERVENTIONS FOR 

PATIENTS WITH CENTRAL 

LINES IN PLACE

USABILITY OF 

CLINICAL DECSION 

SUPPORT

EVALUATION OF USABILITY OF COMMON 

DECISION SUPPORT CAPABILITY

USE OF THE IMEDESA 

TOOL

EHR ERROR 

DETECTION

EVALUATION OF COMMON EHR ERRORS USE OF THE ORDER 

REORDER RETRACT 

TOOL

NEXT STEPS in The Assessment Methodology
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Questions?

Comments
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