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ONC’S MISSION

Improve the health and well-being
of individuals and communities
through the use of technology and
health information that is
accessible when and where it
matters most.




Interoperability and the Future of Clinical Registries

215t Century Cures Act
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A Focus on 215t Century Cures

ONC is fully focused on the two 215t Century Cures Act’s priorities of increasing nationwide
interoperability and improving usability/reducing clinician burden.

» QOur work on interoperability includes:

— Rulemaking to advance proposals for secure, accessible application
programming interfaces (APIs).

— Rulemaking will also identify behaviors not considered to be
information blocking to support OIG’s enforcement of Cures’
information blocking provisions.

— Advancement of a Trusted Exchange Framework & Common
Agreement to set common principles, terms, and conditions that
facilitate trust between disparate health information networks.

» Our work on usability includes:

— Working closely with the Centers for Medicare and Medicaid
Services (CMS) to reduce administrative and reporting burden
among clinicians.
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21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health

IT Certification Program Notice for Proposed Rulemaking (NPRM)

Disclaimer

* ONC must protect the rulemaking process and comply with the Administrative

Procedure Act. During the rulemaking process, ONC can only present the
information that is in the NPRM as it is contained in the NPRM. ONC cannot

interpret that information, nor clarify or provide any further guidance.

* ONC cannot address any comment suggestion or statement made by anyone
attending the presentation or consider any such comment or suggestion in the

rule writing process.

The Office of the National Coordinator for
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Updates to the 2015 Edition Certification Criteria

This rule proposes to update the
2015 Edition by not only
proposing criteria for removal,
but by proposing to revise and
add new certification criteria that
would establish the capabilities
and related standards and
implementation specifications for
the certification of health IT.

https://www.healthit.gov/sites/default/files/
understanding-certified-health-it-2.pdf *

*Note: this is a link to the current certification criteria but it will
need to be updated after the Cures Act final rule is released.
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The United States Core Data for Interoperability Standard

We propose to remove the “Common Clinical Data Set” (CCDS)
definition and its references from the 2015 Edition and replace it
with the “United States Core Data for Interoperability” (USCDI)
standard. This will increase the minimum baseline of data classes
that must be commonly available for interoperable exchange.

USCDI reflects the same data classes To—
referenced by the CCDS definition and O I I
includes the following new required '

data classes and data elements: Provenance Clinical Pediatric Address &
Notes Vital Signs Phone Number

If adopted, health IT developers will need to update their certified health IT
to support the USCDI for all certification criteria affected by this change.

USCDI Standard Annual Update Schedule

ONC intends to establish and follow a predictable, transparent, and
collaborative process to expand the USCDI, including providing stakeholders
with the opportunity to comment on the USCDI’s expansion.

https://www.healthit.eov/NPRM




Application Programming Interface (API) Criterion

* We propose to adopt a new API criterion in
§ 170.315(g)(10), which would replace the “application
access — data category request” certification criterion
(§ 170.315(g)(8)) and become part of the 2015 Edition Base ” i
EHR definition. This new certification criterion would 17A HL7 FHIR’
require the use of Health Level 7 (HL7®) Fast Healthcare
Interoperability Resources (FHIR®) standards and several
implementation specifications.

» https://www.hl7.org/fhir/overview.html

* Supports two types of APl-enabled services:

» Services for which a single patient’s data is the focus o

» Services for which multiple patients’ data are the focus a a a a a a a a

https://www.healthit.eov/NPRM
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Application Programming Interfaces - § 170.404

APl TECHNOLOGY ROLES

vAg* API Technology Supplier + API Data Provider l APl User
/b Health IT developer that creates Health care 1 Persons and entities that
API technology presented for organization that use or create software
certification in the ONC Health deploys the applications that interact
IT Certification Program APl technology with APl technology
ONC has designed API Conditions of Certification that will Note: The API Conditions of Certification
complement the technical capabilities described in our other only apply to API Technology Suppliers
proposals, while addressing the broader technology and business with health IT certified to any API-focused
landscape in which these API capabilities will be deployed and used. certification criteria
ONC has proposed that ONC has proposed to adopt ONC has proposed
API Technology Suppliers %: specific conditions that would set that API Technology
make business and boundaries for the fees API Suppliers would have S\
technical documentation o Technology Suppliers G to comply with certain -,"
; %
necessary to interact with would be permitted to requirements to
their APIs in production charge and to whom those promote an open and
freely and publicly accessible. permitted fees could be charged. competitive marketplace.

https://www.healthit.geov/NPRM
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215t Century Cures Act and Interoperability

*“(9) SUPPORT FOR INTEROPERABLE NETWORKS EXCHANGE —

“(A) IN GENERAL —The National Coordinator shall, in collaboration with the National Institute of
Standards and Technology and other relevant agencies within the Department of Health and Human Services, for
the purpose of ensuring full network-to-network exchange of health information, convene public-private and
public-public partnerships to build consensus and develop or support a trusted exchange framework, including a
common agreement among health information networks nationally. Such convention may occur at a frequency

determined appropriate by the Secretary.
“(B) ESTABLISHING A TRUSTED EXCHANGE FRAMEWORK —

“(1) IN GENERAL —Not later than 6 months after the date of enactment of the 21st Century Cures
Act, the National Coordinator shall convene appropriate public and private stakeholders to develop or
support a trusted exchange framework for trust policies and practices and for a common agreement for
exchange between health information networks. The common agreement may include—

—_—
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What is the Trusted Exchange Framework?

The Trusted Exchange Framework is a set of common principles that are
designed to facilitate trust among Health Information Networks (HINs).

The Trusted
Exchange

Framework
(TEF)

—
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Principle 1 — Standardization: Adhere to industry and federally
recognized standards, policies, best practices, and procedures.

Principle 2 - Transparency: Conduct all exchange and operations
openly and transparently.

Principle 3 — Cooperation and Non-Discrimination: Collaborate
with stakeholders across the continuum of care to exchange EHI,
even when a stakeholder may be a business competitor.

Principle 4 — Privacy, Security, and Safety: Exchange EHI
securely and in a manner that promotes patient safety, ensures
data integrity, and adheres to privacy policies.

Principle 5 — Access: Ensure that individuals and their
authorized caregivers have easy access to their EHI.

Principle 6 — Population-Level Data: Exchange multiple records
for a cohort of individuals at one time in accordance with
applicable law to enable identification and trending of data to
lower the cost of care and improve the health of the population.



Trusted Exchange Framework and Common Agreement
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215t Century Cures Act 4001 (a) Reduce Clinician Buren

H.R.34—125
TITLE IV-DELIVERY

SEC. 4001. ASSISTING DOCTORS AND HOSPITALS IN IMPROVING
QUALITY OF CARE FOR PATIENTS.

(a) In GENERAL.—The Health Information Technology for Eco-
nomic and Clinical Health Act (title XIII of division A of Public
Law 111-5) is amended—

(1) by adding at the end of part 1 of subtitle A the following:

“SEC. 13103, ASSISTING DOCTORS AND HOSPITALS IN IMPROVING
QUALITY OF CARE FOR PATIENTS.

“la) REDUCTION IN BURDENS GOAL.—The Secretary of Health
and Human Services (referred to in this section as the ‘Secretary’),
in consultation with providers of health services, health care sup-
Eliers of services, health care payers, health professional societies,

ealth information technology developers, health care quality
organizations, health care accreditation organizations, public health
entities, States, and other appropriate entities, shall, in accordance
with subsection (b)—

“(1) establish a goal with respect to the reduction of regu-
latory or administrative burdens (such as documentation
requirements) relating to the use of electronic health records:

“(2) develop a strategy for meeting the goal established
under paragraph (1); and

“(3) develop recommendations for meeting the goal estab-

lished under paragraph (1).

—
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215t Century Cures Act - Section 4001. (a)

Clinician Burden Reduction Report to Congress

* Reduction in Burdens Goal--The Secretary of Health and Human Services shall
establish a goal, strategy and recommendations with respect to the reduction of
regulatory or administrative burdens (such as documentation requirements) relating
to the use of electronic health records

* In consultation with providers of health services, health care payers, health
professional societies, health information technology developers, public health
entities, States, and other appropriate entities.

—
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CMS and ONC collaborated to gain stakeholder feedback

Listening Town Hall
Sessions Meetings

Public Comment
Webinars through
Rulemaking

N\ A\
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Chief burdens reported by stakeholders

Billing-related
documentation “note
bloat”

Prior authorization

Poor user experience with Too much time outside of
health IT and clinical patient care spent on PDMPs poorly

workflow electronic records integrated into EHRs

—
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Strategies to Reduce Clinician Burden

Health IT Usability and the User Experience

EHR Reporting

Public Health Reporting

Clinical Documentation
ol

The Office of the National Coordinator for
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Strategies to Reduce EHR Reporting Burden

Improve alignment of EHRs with clinical workflow

Promote user interface optimization in health IT

Promote harmonization surrounding clinical content
contained in health IT

Promote the importance of implementation decisions

—
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Strategies to Reduce EHR Reporting Burden

—
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Simplify program reporting and participation requirements.

Reduce administrative and financial burdens associated with
quality and EHR reporting programs.

Improve electronic clinical quality measures.




Strategies to Reduce EHR Reporting Burden

—
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Better integration of prescribing of controlled substances
and usage of state PDMP with EHR workflow.

Harmonize and simplify federal and state public health
reporting requirements.




Strategies to Reduce Clinical Burden

Reduce regulatory burden around documentation
requirements for patient visits.

Clinician partnership - documentation best practices.

Reduce documentation burden tied to prior authorization.

—
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Public Comments on Draft Strategy

Number of Submissions (N=208)
Noting the Strategy Focus Area

144
I ] 126 ”3

HIT Usability/  Clinical EHR Public Health Other
User Documentation Reporting Reporting
Experience

https://www.healthit.eov/burdencomments
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https://www.healthit.gov/burdencomments

Anticipated Timeline for Clinical Burden Reduction Strategy

Release Draft Release Final
Strategy Report Strategy Report
(11/28/2018) (Summer 2019)
60-Day Continue
Public Stakeholder

Engagement and

Comment Monitor P
Period onitor Progress
on Goals
(closed on
01/28/2019)

—
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Health IT Playbook

Goal: Help to resolve key issues and challenges clinicians are experiencing as it
relates to health IT optimization and workflow

Health IT;?I:??\ QO © O © © Frintthe Playbook

|
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HEALTH IT PLAYBOOK

Search the Health IT Playbook

Introduction

Or explore a topic area:

N
Electronic Health Records [ [+] ) Certified Health IT
L

Health Information Exchange | 4:::;\""] Opioid Epidemic & Health IT

- § www.healthit.gov/playbook

Health Information Technology



http://www.healthit.gov/playbook

Let’s Continue Building upon Progress Together

Thank you!!

Thomas.mason@hhs.gov




Additional Requests for Information: Exchange with Registries

* Section 4005 (a) and (b) of the Cures Act

L]
focuses on interoperability and bidirectional ? »

exchange between EHRs and registries, R ——
including clinician-led clinical data registries.

ONC is approaching these provisions from several angles to address the
technical capability of EHRs to exchange data with registries in accordance
with applicable recognized standards.

» We include an RFl in the proposed rule on how a standards-based APl might
support improved information exchange between a health care provider and a
registry to support public health reporting, quality reporting, and care quality
improvement. Public input on this RFI may be considered for future HHS
rulemaking to support the bidirectional exchange of clinical data between
health care providers and registries for a wide range of use cases.

—
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Information Blocking

OVERVIEW

"Actors" regulated

Section 4004 of the Cures Act authorizes by the information
the Secretary to identify reasonable and . . .
necessary activities that do not constitute bIOCkmg provision:

information blocking.  Health Care Providers

* Health IT Develop ers of Certified Health IT
* Health Information Exchanges

In consultation with stakeholders, we have .
* Health Information Networks

identified seven categories of practices
that would be reasonable and necessary,
provided certain conditions are met.

The seven categories of reasonable and necessary practices, and their corresponding conditions, are defined through the exceptions
proposed at 45 CFR 171.201-207.

If the actions of a regulated actor (health care provider, health IT developer, or health information exchange or network) satisfy one or
more exception, the actions would not be treated as information blocking and the actor would not be subject to civil penalties and other
disincentives under the law.

https://www.healthit.gov/NPRM

S—
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https://www.healthit.gov/NPRM

Key Concepts

What is
information blocking?

A practice by a health care provider,
health IT developer, health
information exchange, or health
information network that, except as
required by law or specified by the
Secretary as a reasonable and
necessary activity, is likely to interfere
with, prevent, or materially
discourage access, exchange, or use
of electronic health information.

S—
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Key Concepts

Electronic Health Information (EHI)

*  We propose to define EHI to mean electronic protected health information
(as defined in HIPAA), and any other information that:

» istransmitted by or maintained in electronic media (as defined in 45 CFR 160.103);

» identifies the individual, or with respect to which there is a reasonable basis
to believe the information can be used to identify the individual,

» relates to the past, present, or future health or condition of an individual; the provision of
health care to an individual; or the past, present, or future payment for the provision of health care to an individual.

* Not limited to information that is created
or received by a health care provider.

* Does not include health information that is
de-identified consistent with the
requirements of 45 CFR 164.514(b).

————
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Information Blocking Exceptions

e §171.201 Exception | Preventing Harm | | |
This proposed exception acknowledges that the public

»  An actor may engage in practices that are reasonable interest in protecting patients and other persons against

and necessary to prevent physical harm to a patient unreasonable risks of harm can justify practices that are likely
to interfere with access, exchange, or use of electronic health

or another person. information (EHI).

»  The actor must have a reasonable belief that the
practice will directly and substantially reduce the
likelihood of physical harm to a patient or another person.

»  The practice must implement an organizational policy that meets certain requirements or must be based on an individualized assessment of the risk in each case.

e §171.202 Exception | Promoting the Privacy of Electronic Health Information

»  An actor may engage in practices that protect

the privacy of EHI. This pro_pos.ed exceptlon wou.ld advapce the goal of
preventing information blocking for improper or self-
»  An actor must satisfy at least one of four discrete interested purposes while maintaining and upholding the
sub-exceptions that address scenarios that recognize privacy rights that patients now have.

existing privacy laws and privacy-protective practices:

(1) practices that satisfy preconditions prescribed by

privacy laws; (2) certain practices not regulated by HIPAA but which implement documented and transparent privacy policies; (3) denial of access practices that are
specifically permitted under HIPAA; (4) practices that give effect to an individual's privacy preferences.

»  The information blocking provision will not require that actors provide access, exchange, or use of EHI in a manner that is not permitted under the HIPAA Privacy Rule.

™ Oﬂicﬁenenaliocoad,i&iaﬁa\pply to ensure that practices are tailored to the specific privacy risk or interest being addressed and implemented in a consistent and non-
Healthdnformation Technology

iscriminatory manner.



Information Blocking Exceptions

 §171.203 Exception | Promoting the Security of Electronic Health Information

»

»

»

»

An actor may implement measures This proposed exception would protect actors who
to promote the security of EHI. mitigate security risks and implement appropriate

safeguards to secure the EHI they control.
The practice must be directly related to safeguarding = i

the confidentiality, integrity, and availability of EHI.

The practice must be tailored to specific security risks and
must be implemented in a consistent and non-discriminatory manner.

The practice must implement an organizational security policy that meets certain requirements or must be based on an individualized determination regarding the risk
and response in each case.

e §171.204 Exception | Recovering Costs Reasonably Incurred

»

»

»

»

An actor may recover costs that it reasonably incurs, . .
This proposed exception acknowledges that actors

should be able to recover costs that they reasonably
incur to develop technologies and provide services that
enhance interoperability and promote innovation,
competition, and consumer welfare.

in providing access, exchange, or use of EHI.

Fees must be:

(1) charged on the basis of objective and verifiable
criteria uniformly applied to all similarly situated

persons and requests; (2) related to the costs of providing
access, exchange, or use; and (3) reasonably allocated
among all customers that use the product/service.

Fees must not be based on anti-competitive or other impermissible criteria.

Certain costs would be specifically excluded from coverage under this exception, such as costs that are speculative or subjective or costs associated with electronic access by an individual to their EHI.

—
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Information Blocking Exceptions

 §171.205 Exception | Responding to Requests that are Infeasible

»  An actor may decline to provide access, exchange,

or use of EHI in a manner that is infeasible. This proposed exception acknowledges that there may
be legitimate practical challenges beyond an actor’s
control that may limit its ability to comply with
requests for access, exchange, or use of EHI.

»  Complying with the request must impose a substantial
burden on the actor that is unreasonable under the
circumstances (taking into account the cost to the actor,

»  The actor must timely respond to infeasible requests
and work with requestors to provide a reasonable alternative means of accessing the EHI.

« §171.206 Exception | Licensing of Interoperability Elements
on Reasonable and Non-discriminatory Terms

»  An actor that controls technologies or other
interoperability elements that are necessary to enable
access to EHI will not be information blocking so long
as it licenses such elements on reasonable and
non-discriminatory terms.

This proposed exception would allow actors to protect
the value of their innovations and earn returns on the
investments they have made to develop, maintain, and
update those innovations.

» The license can impose a reasonable royalty but must
include appropriate rights so that the licensee can develop, market, and/or enable the use of interoperable products and services.

»  The terms of the license must be based on objective and verifiable criteria that are uniformly applied and must not be based on impermissible criteria, such as whether
The OffiMeuree«quea‘stﬁfdisaﬁotential competitor.

Health Information Technology



Information Blocking Exceptions

e §171.207 Exception | Maintaining and Improving Health IT Performance

»  An actor may make health IT under its control
temporarily unavailable in order to perform

) ] The proposed exception recognizes that it may be reasonable and necessary for actors
maintenance or improvements to the health IT.

to make health IT, and in turn EHI, temporarily unavailable for the benefit of the overall
»  An actor must ensure that the health IT is unavailable performance of health IT.

for no longer than necessary to achieve the maintenance
or improvements.

»  The practice must be implemented in a consistent and non-discriminatory manner.

» In circumstances when health IT is supplied to an individual or entity, the individual
or entity (e.g., customer) must agree to the unavailability of health IT.

—
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